Abstract-Numerous applications are available on the Internet for the exchange of personal information and money. All these applications need to authenticate the users to confirm their legitimacy. Currently, the most commonly employed credentials include static passwords. But people tend to behave carelessly in choosing their passwords to avoid the burden of memorizing complex passwords. Such frail password habits are a severe threat to the various services available online especially electronic banking or e-banking. For eradicating the necessity of creating and managing passwords, a variety of solutions are prevalent, the traditional ones being the usage of One-TimePassword (OTP) that refers to a single session/transaction password. However, a majority of the OTP-based security solutions fail to satisfy the usability or scalability requirements and are quite vulnerable owing to their reliance on multiple communication channels. In this study, the most reliable and adoptable solution which provides better security in online banking transactions is proposed. This is an initiative to eradicate the dependency on Global System for Mobile communication (GSM) that is the most popular means of sending the One-Time-Passwords to the users availing ebanking facilities.
I. INTRODUCTION
Presently, the Internet has turned out to be one of the popular mediums for service delivery in both retail and corporate sectors of banking [1] [2] . The banking sector has been reformed and revolutionized by the introduction of electronic banking (E-Banking) [3] . In spite of the various conveniences put forward by the banking based on the web, it isn't without its weaknesses. The current framework of internet banking has been observed to be available to the risk of hacking and a scope of other different assaults [4] [5] [6] . To counter this issue, one-time passwords assume an unmistakable part in online banking to provide validation upgrading the security [7] . OTPs give an extra layer of security over the regular static passwords which are defenceless against replay assaults. OTPs provide resistance against replay assaults as the password created once will never be rehashed again which means that regardless of whether the assaulter gets the OTP it will not be of any use [8] . OTPs are utilized in conjugation with static passwords in banks which offer solid barrier against various online assaults [9] . Notwithstanding this win-win proposition, the delivery of OTPs to the concerned client is a noteworthy issue [10] . There are some entanglements in the current strategy for delivery of OTPs especially in areas like Kashmir and so on where more often than not the SMS service is restricted.
Short Message Service (SMS) is the most widely recognized method utilized by the customary frameworks to circulate the OTPs to the clients for performing the exchanges over the internet [11] . The technique of Two Factor Authentication (2FA) which is based on SMS is the most generally utilized approach, especially in banks due to reasons like no charges for logistics and end-device liability. Be that as it may, there are different confinements related with SMSbased 2FA which are talked about as under:
Delay in SMS delivery:
Despite the fact that the transmission of SMS, typically, happens in the blink of an eye, in case of congestion in the network there might be delay in transmission of SMS. Since SMSs are not transmitted point to point rather these are lined up and sent to the appropriate cell of the network where they are lined up again before being transmitted to the client. This queueing of the SMS causes the delay in its delivery. This postponement may prompt session time-out which may keep going on for a couple of minutes, hence, obstructing the authentication/exchange to take place [12] .
Low security:
In regard to the SMS based OTP, there are different conceivable issues related to security. The system of encryption utilized for SMS is for the most part quite simple in nature. At the beginning, between the provider of service and the client, there are different cell phone network administrators which are required to be components of the trust chain and hence must be trusted. A noteworthy security break is conceivable when a gateway is assaulted in the case of roaming. Also, the encryption used for SMS can be effectively decoded with ease by an attacker. SIM swap assault is another rising risk for the SMS-based OTPs [11] .
Service unavailability/Coverage areas:
The SMS-based OTPs using a 2FA eventually turn out to be a hassle for the clients because of problems faced while receiving the SMSs when the clients are not in the area under the network coverage.
Roaming Restrictions:
It is one of the real drawbacks of the frameworks based on SMS that a client voyaging outside the country might have to face certain network restrictions and might be denied the SMS service. Regardless of whether the service is accessible, clients need to pay high expenses for roaming which result in limitations on SMS service. At the point when the roaming services are not activated, the banks will not succeed in distributing SMS-OTP to the clients, thus halting the clients to proceed with any further online procedures. In Kashmir, the facility of roaming on GSM is not allowed. In addition, the GSM mobiles can't take any profit from roaming in the rest of India, limiting clients positioned outside the state from benefiting from the internet banking services [13] .
Government Regulatory Regulations
In serious crisis and crucial conditions, the Indian government needs to take after certain arrangement of standard principles which includes blocking the service of mass SMS influencing SMS-based mechanisms of authentication [8] [14] .
Despite the fact that the utilization of OTP guarantees security in authentication of the client, however the fact that OTP is generated from a GSM based Server in the presently used framework of authentication can get corrupted. Along these lines, a genuine practical and safe system of authentication which provides the truly necessary ease to clients without bargaining on security is required. To defeat all the shortcomings, a two-way system of authentication based on details of the device should be produced, advanced changes should be accomplished by considering SHA3 and SHA2 instead of SHA1 and MD5/Ripe MD128 and beating human simplicity of short entries of data compared to substantial length data. Hence, delivery of OTPs to concerned client is a noteworthy issue. The proposed work is an activity to annihilate those issues by proposing a substitute answer for delivery of OTP to the client. This paper is made up of 5 segments. Section 2 is entirely devoted to concise survey of numerous current authentication/authorization techniques. Section 3 cover the illustration of the system design and implementation details of the proposed system. Section 4 provides the analysis of results and finally the concluding remarks along with future work have been elucidated in Section 5.
II. EXISTING AUTHENTICATION MECHANISMS
Internet banking security has changed extensively amid the moderately brief time frame that internet banking has been being used. Specifically, in the early usage authentication was, and at times still is, defenceless against different assaults, for example, phishing, password sniffing, man-in-the-browser, malware assaults, and so on. This section is dedicated for examination of the security and ease of use of SMS-based authentication for approving exchanges over the internet. The entire review work carried out has been summarised in Table  I Put forward a public key algorithm for the generation of OTP which is based on flexible infinite chain.
• The system is simple to execute as it doesn't need to be restarted and there is no computational overhead.
• The public key encryptions make the system complex for the simple low end computational devices such as the mobile phones.
(Long and Blumenthal, 2007) [16] Used the extension of the password generator to put forward an efficient Manageable One Time Password (M-OTP).
• The offline assaults are efficiently rendered useless.
•
The convenience of the clients is increased as the OTP can be managed for different client applications.
• It uses the already compromised schemes such as MD-5 and AES-128.
(Hallsteinsen and Jorstad, 2007) [17] For a unified scheme of authentication put forward an OTP-MIDlet which was based on mobile phones.
• Less expensive as the cost for management of hardware tokens is reduced.
Can efficiently avert many assaults such as eavesdropping, hacking, man-in-the-middle, replay, sniffing and guessing assaults.
• Not considered user friendly as the customer end needs to have a Bluetooth facility.
The communication with the client and the exchange of keys is carried out by SMS service of GSM.
The PingPong 128 stream is used to design and put forward a mechanism for OTP authentication.
• Low cost in implementation as no extra cost is taken from the client.
• The OTP generated uses the AES encryption method.
• Uses GSM and TCP/IP as two channels of communication.
(Jeong et al., 2008) [19] A scheme of authentication based on smart card for home networks was proposed.
• Utilizes the time stamp eradicating the problem of time synchronization.
The proposed system is robust against many passive attacks such as eavesdropping, Man-InThe-Middle, phishing, Denial of Service, and stolen verifier assaults.
• Less expensive in terms of communication cost and also less computational overhead.
• The framework fails against active assaults.
The user convenience is decreased as a hardware token is utilized for authentication process i.e. a smart card.
(Liao et al., 2009) [20] The framework put forward averts the problem of counter de-synchronization.
• It eliminates the issue of counter de synchronization.
Reduces the security requirements of the server and can be easily implemented in enterprise applications.
(Alzomai and Josang, 2010) [21] Used trusted computing to put forward the mobile phone as a scalable OTP device.
• The framework put forward a solution to the issue of usability and scalability.
• Man in the middle assaults were minimized.
• Already compromised SHA-1 is utilized as a generator for OTP.
• Useless OTPs can be produced if the attacker masquerades the server.
The usability and adoptability is limited.
(Srivastava et al., 2011) [22] An enhanced algorithm using a knock sequence utilizing AES was put forward.
• The attacks such as denial of service and man in the middle are minimized.
The issue of out of sequence delivery is avoided.
• The OTP is delivered by means of GSM.
2018 IEEE Conference on e-Learning, e-Management and e-Services (IC3e) (Hsieh and Leu, 2011) [23] Used two parameters time and location of the cell phone to propose a system of authentication.
• A number of assaults are rendered void such as eavesdropping, brute force, replay and impersonation assaults.
The authentication of the client is very transparent.
• The cell phones utilized should have the facility of GPS.
• There needs to be a clock synchronization between the server and the cell phone.
(Teo et al., 2017) [24] Designed a novel framework by taking together the permuted sequence of behavioral fingerprint and physiological fingerprint.
• Offers continuous, transparent authentication throughout the process even at the loss of fingerprint.
• Usability has not been considered since the user must memorize the sequence.
• Needs extra hardware in the form of a primary sensor for fingerprint acquisition.
(Yang et al., 2015) [25] Addressed two practical problems associated with implicit authentication.
• Privilege level assigned to a user is determined by user's present behavior.
• Reduced false negative authentication • Improved experience by users.
• Performance on smartphones on which the implicit authentication is widely implemented is not shown.
• Susceptible to smudge attack, timing attack, accelerometer side-channel attacks, gyroscopic side channel attack, location inference attack, etc.
(Galbally et al., 2014) [26] Presented a new fakedetection scheme based on software against deceitful access to various biometric systems.
• Utilized liveness assessment in a non-intrusive, quick and user-friendly manner by image quality assessment.
• Less complex thereby feasible to be used in mobile phones using the 25-general image quality trait.
• Implementation has only been performed on computer systems, not on mobile phones.
The state-of-art algorithms of diverse biometric features have not been identified.
A. Open Issues
• Various verification methods examined by different authors confront potential dangers as the security of these frameworks depends on SHA-1, AES, MD-5 which do not possess the vital security prerequisites which can be confirmed from the various assaults conducted on them. In addition, these frameworks will be unable to be of any help in view of the future quantum computing and innovative assaults.
• Some works put forward the verification frameworks which circulate the OTP through GSM systems which confront issues like cost and delay related with SMS, feeble security, limitations induced by roaming, administrative confinements imposed by government agencies, and so forth that should be controlled.
• Success of any verification framework relies upon the acknowledgment by the clients. In that capacity, the systems of authentication selected by the client should be instinctive, reliable, straightforward and adoptable in term of technology involved. In any case, some frameworks are not successful on grounds that they utilize hardware tokens, with special characteristics imbibed in them.
• With regard to infrastructure expenses, few authentication schemes cause a hinderance to the convenience of the clients and additionally to the providers of the service since they utilize numerous channels for services.
• There are a couple of frameworks, which empower the clients to switch between numerous providers of services while other works in the survey conducted neglect the same, making their system more flexible. Hence, there is a need to devise a scheme of authentication that will guarantee flexibility.
III. SYSTEM DESIGN
As the proposed framework provides security and supports the performance of the existing systems, thus it is considered to be more secure than the already existing frameworks. The framework put forward is less expensive and improves the security, privacy, non-repudiation and confidentiality as it makes use of the algorithms that are secure such as SHA3 and SHA2. The aforementioned algorithms are able to generate One Time Passwords (OTPs) for Android environments which enables the system to possess improved protection with respect to security of the passwords.
The One Time Passwords (OTPs) are generated from an initial germ independent of the GSM network using the standard algorithms such as SHA3 and SHA2. The initial seed comprises of the software profiles (UUID and Android ID) and hardware profiles (IMSI and IMEI). UUID or Universally Unique Identifier is a generic standard concept for 128-bit unique universal identifiers that can be employed for identification purposes. It is a random ID that uniquely identifies information in the Android device. Android ID is an ID that uniquely identifies every device. It is 64-bit and is generated randomly on the initial device boot and generally remains the same throughout the device lifetime. IMSI or International Mobile Subscriber Identity is a unique identifier that primarily describes a subscriber, including the mobile network as well as the country to which he/she belongs. IMEI or International Mobile Equipment Identity is a unique number which is provided to each mobile phone. The number of iterations for SHA3 and SHA2 are denoted by two random numbers 'N' and 'M' generated, the range of each varying from 0-999. SHA3 results in 512-bit data and 256-bit data obtained from SHA2 is subjected to dynamic truncation. With the utilization of RFC1751, the 64-bit key is converted into 6 words that are in a readable format for the client. Nevertheless, the framework that has been put forward does not employ any traditional scheme for encryption and decryption. The framework takes into consideration the digital signature of the seed (data) which will be verified and compared only on the server side. It is important to highlight that the digital signature does not comprise of any of the information, the information is stored in the cipher text in an encrypted format. The digital signature is used just to identify the data that is being transmitted. It is an important information to have as it reveals that any attack on the digital signature does not affect the data being transmitted, however if the cipher text gets attacked that would put the transmitted data into jeopardy.
The Android platform is gaining its popularity around the world for mobile phones as well as tablets, hence it was only logical to implement our system on it, ensuring the technical adoptability of the proposed system. The Android customer base far exceeds the other competing platforms, i.e. 85% for Android while as iOS is at 11% and Symbian and Blackberry at 3% and 1%, respectively. The main motive of this research is to put forward a scheme for OTP authentication. The entire process can be depicted as under:
A. Registration Phase
The essential module in the implementation stage is the module that deals with the registration of the client. The same is depicted in Fig. 1 . The fundamental reason for this module is to design an online application for registering or enlisting the client profiles for the verification framework. Subsequent to producing the user interface (UI) on the Android stage, it takes into consideration the software profiles (UUID and Android ID) and the hardware profiles (IMEI and IMSI) that prompts the arrangement of the seed. Details of the client, software and hardware profiles comprise the input to the implementation module while as the seed for registering the client will form the output of this module. 
B. OTP Generation Phase
The second step in the process of implementation is to generate the OTP as depicted in Fig. 2 . The main motive for this part of the system is to come up with an OTP on the client's cell phone in a form which a human can read and will be utilized for the process of authentication. As the client logs into the website of his service provider by utilizing a unique static username and password, the client provides the server with his current status which the server later utilizes to calculate the current seed. The next step is to transmit a random value of new indexes to the client which is utilized by the client to form his own OTP. The current status of the client forms the input to this module while as the OTP in human readable form will comprise the output of this module.
The final hash output is generated by utilizing the hash SHA-3, after the server generates, reads and splits the initial challenge. The final output of the SHA-3 is fed to the SHA2 which is then subjected to 128-bit dynamic truncation followed by byte to word conversion, generating the final OTP. 
C. OTP Authentication Phase
The final scheme for the authentication of the OTP which is in human readable form and the process of feeding it to the server is depicted in Fig. 3 . In order to make sure that the sharing of the information is complete with the provider of the service, the seed is generated by utilizing the unique and shared parameters of the host and the client.
D. Implementation
The details of the implementation have been provided beginning right from installation to completion of the process. All tools and APIs which are required to write Android apps are included in the Android SDK. The only job that needs to be done is to set up the things in proper order before one gets started with the process of app development. In order to make the things easier and more comfortable, prior to the process of Android development, an Android environment (IDE) for Java such as Eclipse is required. In addition to the Eclipse, Android Development Tools (ADT) are needed, which come as a plugin for the Eclipse supporting the Android development. To increase the performance of the system, a list of One-Time passwords is computed beforehand. This is performed utilizing the SQLyog as the tool for the database management because of it being user friendly and for the automaticity it provides.
The order of installation should follow the sequence given as under: 
IV. FINDINGS
The authentication employed in our scheme stands true for just one session and comes in to existence by the help of complex mechanisms which involve the concatenation of the cryptographic functions -SHA3 and SHA2, making sure that the proposed framework cannot be easily broken into unless the quantum computing comes into play. The theft of identity is averted by utilizing the OTP. Since, strong hash functions are utilized to generate the passwords therefore the system put forward is robust against the offline guessing assaults. Furthermore, it also proves resilient to online assaults such as key loggers, replay assaults, shoulder surfing assaults, etc. Additionally, replaying reusable passwords is restricted by encoding passwords to be used one time.
The only concern from the very inception of the framework was the performance, but as it turned out the Android platform produced 500 OTPs along with varying hash iterations (0-1998) for each password, and all this takes place within a time span of less than 9 seconds, as illustrated in Fig. 4 . This speed was very promising and a step ahead than what was expected and no optimization is required during the generation process as the scheme proved fast enough for typical usage. Authentication and authorization assume a key part in guaranteeing security over any framework of communication particularly over the GSM Network. The investigation demonstrates that it is required to propose and form a traditional one-time password utilizing the Android platform which should bolster the execution and be in line with the existing system. The audit of the previous works shows that the current security frameworks over GSM aren't sufficient for guaranteeing productive security regarding authentication and authorization. Hence, a novel scheme of authentication is put forward where the client's gadget creates OTPs utilizing the software and hardware profiles of the gadget. In order to generate the OTPs, two concatenated hash functions i.e. SHA-3 and SHA2 are utilized. Nevertheless, the real restriction related with the proposed scheme is that cell phone is utilized as a solitary gadget to validate the client to various specialist organizations which runs the risk of it becoming the single point of failure. In the event that the cell phone breaks down or is stolen or lost, the client can't utilize the OTP validation plan for any service provider with which the cell phone is registered. In any case, one technique to defeat the constraint will be to plan a system for backup to restore the pre-existing state after the data has been lost or corrupted or in case of a disaster. At the end, it merits in recollecting that a superbly secure framework will never exist. Security weaknesses would still remain and there will be failures on part of humans to conform to various procedures. The key is to manage the risk involved while they are within the acceptable limits.
Future improvements incorporate an easier to use GUI, stretching out the proposed algorithm for different mobile phone operating systems. The system put forward is produced and probed on Android platform which is progressively increasing its popularity among clients across the world. Henceforth, technical adoptability of the proposed system is profoundly guaranteed. As the framework put forward steers clear of complex cryptography, so it guarantees an ideal time for authentication and verification that was reflected as a main drawback in the past research work. In this manner, it profoundly ensures expansive scope of future improvement by researchers for much better security prospects for the issues they will encounter. Additionally, the proposed work can be imagined with following point of scope that may result in it being used in commerce in the future: The system configuration will be exceptionally robust to spoofing assaults, dictionary assaults, any form of unapproved access or internet spamming because of its many layers of security that is very difficult to crack. Subsequently, by recapitulating the above important ideas, one might say that the work put forward can be profoundly embraced in securing client authentication and authorization in banking and any premium based application which require high security levels. The introduced study makes utilization of two elements for authentication -something you know and something you have. In future, the other factor i.e. something you are (biometrics), can be utilized to improve the security additionally. Furthermore, the performance of the authentication framework can be analysed in view of client ergonomics when contrasted with earlier frameworks. 
